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Introduction

The way we deliver power 
is changing

Analog to digital 

More: Power, Reliability, 
Expectations, Independence, 
Choice, Complication

Cloud is everywhere 
and challenging 

How do we get all the benefits 
and minimize the risk?
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Regulation
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What Would you Buy?
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Energy Delivery Digital Transformation: 
Where are we Going? 
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If a cup of tea can swing the grid….

Everyone in 
Scotland turned 

on their tea kettle

Everyone in 
Scotland stopped
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Cloud Everywhere
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Cloud Everywhere
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Interconnected Interdependent Cloud Everywhere
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Not Just Electric
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Industrial Control moving to the cloud affects other sectors
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Investment in the Grid and Cloud Infrastructure 
Security Trends 

$1.2T in infrastructure investments 

Industrial Control Systems as a 
Service (ICSaaS)

AI as a Service 

Hybrid and Multi-Cloud 

Edge computing everywhere
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A Story: DERMS + the Cloud – Shadow OT?

Small utility <50K customers 

OT is managed thought the G&T

They have IT but no OT

A lot of customers buying behind 
the meter resources

Need a way to manage the data, 
make decisions on interconnection

DERMS!  - ICSaaS in the Cloud

Communicates through FAN 

Is it OT or IT?  Is it Shadow OT? 



#RSAC

Define a decision support process and operationalize it

Incorporate basic design principles for interconnection – lose the heterogeneity

Reduce the attack surface in the first place with secure and right-sized design 

Securing Digital Infrastructure: competing 
objectives 
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Cirrus

A consequence-driven 
decision support 
framework for entities 
to assess their grid 
modernization 
deployment strategy in 
the cloud 

Test against use cases 
and partner users 
enabling adequate 
assessment of 
deployment plans.
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The Users at a Utility: Who Are You Talking To? 

Define Application 
Implementation
Evaluate Goals/ 
Security/ Resilience

DERMS
Cloud Decision

Best Practices
Benefit/Cost
Decision Support
Implementation 
Roadmap

Define Application 
Scalability
Cost and Sustainability

Decision on 
Strategy

Board Report
Roadmap for Digital 
Modernization



#RSAC

Cyber-Informed Engineering (CIE)

Uses design decisions and engineering controls to 
eliminate or mitigate avenues for cyber-enabled attack.

Offers the opportunity to use engineering to eliminate 
specific harmful consequences throughout the design 
and operation lifecycle, rather than add cybersecurity 
controls after the fact.

Focuses on engineers and technicians, and provides 
a framework for cybersecurity education, awareness, 
and accountability.

Aims to engender a culture of security aligned with 
the existing industry safety culture.
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…but are usually 
applied here.

Cybersecurity risk 
mitigations are 

more effective and 
efficient when 
applied here…

CIE-enabled OT Cybersecurity 
Risk MitigationConcept Development

Requirements 
Engineering

System 
Architecture

Systems 
Integration

Test and 
Evaluation

Transition, Operations, 
and Maintenance

System Design and Development
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Framework Design Principles: Getting to Yes

Consequence-driven Cost/Benefit at every 
layer of analysis 

Tailored to stakeholder 
user and type – 

critical functions 
Forward looking 

Applicable to emerging 
use cases in grid and 
digital modernization

Cyber-Informed Explainable Repeatable 

Enable ability 
to unlock potential 

modernization paths 
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Step 1: Readiness Assessment
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Test Case 1: ADMS
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Step 2: Assess Consequence (Good and Bad)

What is the purpose of the 
proposed system?

How does it support the org?

What system processes exist 
for this function?

What system processes if 
they fail or operate 
incorrectly, will cause the 
purpose to fail? 

What are the mission-critical 
functions it must perform?

What aspects of the CONOPS 
enable the functions?

What needs does it address in 
the system and how does it 
do that?

What short-term outcome is 
needed from this application 
(metrics for success)?

Net zero targets

Cost reduction

Improve security.

What consequences 
are from failure or 
unexpected operations?

Impact to delivery, safety, 
security, the environment, 
property, financials, or 
corporate reputation. 

What happens if multiple 
consequences at once? 
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Consequence and Benefit Assessment: Application 
Requirements 

Industrial 
Controls 
Timing Matters

How do we rank 
application 
frequency and 
execution time 
for potential 
engineering 
controls?

Latency & Execution Requirement
Real Time 10 minutes+

Frequency
Real Tim

e
O

n dem
and

Fault 
Location Restoration

Protection

Ops/SCADA

Planning 
Analysis

Volt Var 
Control
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Score and Rank Consequences

Criteria None Low (1) Medium (3) High (5)

Area/Load 
Impact (3)

Loss of failure to service firm 
load of less than XMW

Loss of failure to service firm 
load between X+1 and Y MW

Loss of failure to service firm 
load greater than Y + 1 MW

Duration (3)

Return of all service in less 
than 1 day (inability to serve 
firm load) (or) supply outage 
for less than 1 week

Return of all service 1–5 days 
(inability to serve firm load) 
(or) supply outage for 1 wk – 
1 month

Return of all service >5 days 
(inability to serve firm load) 
(or) supply outage >1 month

Safety (4) Risk onsite Definite safety risk offsite LOL Potential

Cost (1) Significant but can recover Multiple years to 
financially recover

Trigger of liquidity 
crisis/potential bankruptcy

What criteria and priority?

Scale of Low, Medium, or High based on input to the Who am I 
section.
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Evaluation and Ranking

1. Highest priority applications
2. Pros and cons 

3. Understanding of technical 
need initially

4. Framing thoughts for solutions. 
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Step 3 – 8: Solutions Assessment

Engineering controls for the site for 
cost/consequence.

Secure information and digital asset 
management evaluation.
– Data citizenship, consent on 

movement, type of cloud.

Simplification and interdependency
– Data flows: GIS example.
– Data policy development, 

segmentation, data classification.
– Redundancy and failover, required 

length of data storage.

Secure supply chain and DAA
– Do you have an asset inventory 

(if no – provide tools)?
– Cloud supply chain questions.



#RSAC

Step 3 – 8: Solutions Assessment (continued)

Planned resilience modeling
– What can be diminished in operation 

and for how long
– Prioritization of applications
– What needs hybrid or non-cloud 

solutions (look at the consequences).

Current security posture, resilient 
layered, and active defense
– Monitoring
– Staffing
– Training
– Compliance.

Culture
– Training and responsibility.
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Engineering Case Study: 
Water and Wastewater Utility

Serves 500,000 and 
~100 square miles

Since 1990, has deferred asset 
renewal to save money

Attracts unwanted 
attention due to the decline 
in asset conditions

Time for new investments, 
including application of 
CIE principles
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Output: So You Did the Framework, 
What Do You Get at the End?
Cloud Solution Utilities: 
your use case

Infrastructure Evaluation: 
audit existing systems for 
seamless cloud integration

Benefits: 
(e.g., efficiency, scalability)

Risk Areas and Consequences: 
(e.g., cyber threats, 
data breaches)

RFP Guideline

Key Guidelines for Cloud 
Integration: (e.g., 
infrastructure evaluation, 
regulatory compliance, 
workforce capability, etc.)

Cost-benefit Analysis: analyze 
costs for justifying cloud 
migration investment

Workforce Capability: equip 
your workforce for a smooth 
cloud transition

Path Forward: strategize 
your path with informed 
decision-making
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Apply

Today: 

Consider interdependent 
consequences and benefits of a 
cloud deployment for electric grid 
controls and applications

Develop understanding of framing 
cloud applications.
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Tomorrow:

Apply lessons learned and driven 
cybersecurity-informed frameworks.

Later:

Evaluate trends in cloud deployment 
in infrastructure. 
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Key Takeaways

Language matters 

Application of the solution matters – bulk security controls do not work 

Cyber-informed engineering and consequence-based approaches help 
get to a “yay or nay” quicker

Contact me: emma.stewart@inl.gov.

mailto:emma.stewart@inl.gov

